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Abstract. We show that multi-server volume-hiding encrypted multi-
map schemes are subject to a communication lower bound negligibly
close to that of single-server schemes, even when the adversary corrupts
only a single server. Multi-maps are data structures that map a label
to a tuple of values. Volume-hiding encrypted multi-maps (Kamara and
Moataz, Eurocrypt ‘19) are encrypted multi-maps that hide the length
of a client’s query response from an untrusted server. In the single-server
setting with perfect correctness, it is known that communication for all
queries must be at least ¢, where t is the maximum length of a tuple
in the input multi-map (Kamara and Moataz, Eurocrypt ‘19, Patel et.
al, CCS ‘19). In this work, we propose a Transform-and-Split framework
for volume-hiding schemes, and show that correct multi-server schemes
must have at least ¢ — negl(k) communication, where k is the security
parameter. On the positive side, we construct a multi-server encrypted
multi-map scheme VSM that utilizes a sharding approach to achieve op-
timal communication complexity at the cost of partial volume leakage.

1 Introduction

Structured encryption (STE) is a cryptographic primitive that allows a client
to outsource the storage of a data structure to an untrusted server (e.g. a cloud
provider) [18]. An encrypted multi-map is a basic encrypted data structure that
maps labels to tuples of values. Encrypted multi-maps are a core building block
of many outsourced applications: search indices for keyword queries [38,20] and
Boolean queries [13,15,26] over encrypted files, encrypted graph algorithms [33],
and SQL on encrypted databases [27,42,16]. Encrypted multi-map schemes sup-
port highly efficient querying for such applications by revealing partial informa-
tion about the plaintext data and queries to the untrusted server.

Leakage. The leakage profile of an STE scheme, consisting of individual compo-
nents known as leakage patterns, formally describes the information revealed to
the untrusted server about the client’s data and queries. Starting with Islam et
al.[25], there has been significant interest in using the leakage of STE schemes to
extract more information about the underlying data and queries (e.g.[12], [31],
[24], see [10] for a survey). The most studied and well-known leakage patterns
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are the query equality pattern, which reveals when two client queries are equal,
and the response length pattern, which reveals the length of the response to the
client’s query.

Volume-hiding. In 2018, Kamara and Moataz initiated the study of leakage sup-
pression, or generic techniques to mitigate the common leakages that occur in
STE schemes [30]. For encrypted multi-maps, the volume pattern reveals the
length of the encrypted tuple returned for a client’s query. As a simple volume-
hiding (but storage inefficient) scheme, a client could pad all the tuples to the
same length using placeholder values as padding. In 2019, Kamara and Moataz
constructed the first efficient volume-hiding encrypted multi-map schemes, which
hide the length of the client’s query response [28]. Later the same year, Patel,
Persiano, Yeo, and Yung formally defined volume-hiding and proposed schemes
with concretely better storage and communication [36]. In 2023, Bienstock, Pa-
tel, Seo, and Yeo achieved even better concrete overheads for storage and com-
munication in the state-of-the-art rbMM scheme [9] by utilizing a connection
between volume-hiding encrypted multi-maps and Oblivious Key Value Stores
(OKVS) [21]. From the first papers on volume-hiding, the lower bound on com-
munication was known to be the length of the maximum tuple in the input
multi-map. Intuitively, this was because the adversarial server would immedi-
ately observe and identify any encrypted response smaller than the length of the
maximum tuple.

The costs of volume-hiding. While optimal, the communication cost of the max-
imum tuple length can be prohibitive in practice, when data distributions are
skewed. For example, using a multi-map to index the classic Enron dataset with
over 400k labels: the 99" percentile tuple contains just over 2000 values, while
the maximum length tuple contains over 500000 values [19]. If we wanted to
hide response lengths, the lower bound implies a communication overhead of
over 250x for 99% of the dataset, even for the best volume-hiding multi-map!
Unfortunately, in the single-server setting we cannot reduce the costs of volume-
hiding any further and we are stuck with these prohibitive overheads. On the
other hand, in practical settings, we often have access to multiple servers. Then
the natural next question is:

Can we improve the communication cost of volume-hiding in the multi-
server setting?

Surprisingly, we answer this question in the negative, even when the adversary
corrupts only one of the servers.



1.1 Owur Contributions

Definitions and framework. We extend the standard STE definitions and single-
server volume-hiding definitions to the multi-server setting (Section 4). We also
define a Transform-and-Split framework that captures all existing volume-hiding
techniques, such as padding and overlapping tuples of the multi-map, and gen-
eralizes them to the multi-server setting (Section 5). Our framework explicitly
embeds the transformation that volume-hiding schemes utilize to create the en-
crypted response for each query, thereby enabling us to bound their communi-
cation complexity.

A lower bound. We show a general lower bound on communication for volume-
hiding schemes in our framework and show that any correct multi-server volume-
hiding scheme is subject to the same lower bound on communication as in the
single-server setting, up to a loss negligible in the security parameter. In the
single-server setting, the maximum tuple length bound is easier to derive, because
the server sees the total length of every encrypted response.* Then, it follows
that any response shorter than the maximum tuple length must have less results,
which breaks the volume-hiding property of the scheme. In the multi-server
setting, the main challenge is that any corrupted server can see only a part of
the entire encrypted response, and this partial response could contain padding
(dummy results) as well as overlapping tuples (false positive results retrieved
for a query). Our bound also has to account for the fact that these dummies
and overlaps could be chosen randomly for each execution, for each possible
input multi-map. Regardless, we can still show that if a multi-server encrypted
multi-map violates our communication bound, then it cannot be volume-hiding.
(Section 6).

A scheme with optimal communication. Since our lower bound rules out all
existing volume-hiding techniques, we relax the strict definition of multi-server
volume-hiding to allow for practical constructions with meaningful security. In
particular, we construct a multi-server scheme VSM with partial volume leakage.
Our scheme uses a sharding approach, common in practical distributed systems,
to randomly distribute the tuples of the input multi-map across the servers. It
then encrypts each random group of tuples with a basic encrypted multi-map
scheme. At query time, VSM queries only the appropriate server and retrieves
the queried tuple. As a result, VSM achieves optimal communication complexity,
at the cost of leaking a subset of query volumes to a corrupted server (Section 7).
In light of our bound, such a sharding approach might in fact be the best possible
method to hide query volumes with multiple servers.

4 Note the distinction between the length of the query response and the length of the
encrypted response, which can be shorter or longer than the true response.



2 Related Work

SSE lower bounds. Early work on lower bounds for encrypted data structures
was in the context of Searchable Symmetric Encryption (SSE). SSE is a cryp-
tographic primitive that allows a client to search over a collection of documents
outsourced to an untrusted server using keywords [22,38,20]. The earliest of these
SSE bounds studied the trade-offs between the size of the encrypted structure,
locality (number of non-contiguous reads) and read efficiency (length of the en-
crypted response). The first such bound was proposed by Cash and Tessaro [14],
and this was followed by Asharov et al. proposing the pad-and-split framework
and the statistical independence framework for existing SSE schemes [6,7]. While
these frameworks are similar in spirit to our transform-and-split framework, they
are focussed on deriving locality bounds, and ours is tailored to deriving com-
munication lower bounds for volume-hiding schemes. There has also been a line
of work studying the security guarantees and necessary performance trade-offs
when supporting updates and more complex queries to the collection of docu-
ments (e.g. [29,39,11,26]).

STE lower bounds. Chase and Kamara [18] presented a lower bound on the
token length of structured encryption schemes. Patel et al. [35] showed that the
logarithmic lower bound for oblivious RAM [23] also applies to encrypted multi-
map schemes that suppress the query equality leakage, and Persiano and Yeo
[37] extended the result to the multi-server setting. For volume-hiding schemes,
Ando and George [5] showed a bound on the storage of volume-hiding schemes
in a restricted setting without a client stash.

Multi-server lower bounds. Lower bounds have also been studied in the multi-
server setting for other cryptographic primitives. Notably, Larsen et al. [32] ex-
tend the ORAM communication lower bound to the multi-server setting and
Yeo [41] presents lower bounds for batch Private Information Retrieval (PIR) in
the multi-server setting. Persiano and Yeo [37] also present lower bounds in the
multi-server setting for Differentially Private RAM (DPRAM).

Encrypted distributed data structures. Our multi-server encrypted multi-map
schemes make use of sharding, which is a commonly used technique in distributed
database systems, such as Google’s Bigtable [17] and MongoDB [34]. Another
recent line of work by Agarwal et al. uses techniques from distributed systems
to design encrypted data structures such as dictionaries [2] and multi-maps [3,1]
for use in real-world systems.

3 Preliminaries

Notation. We denote the security parameter as k, and all algorithms run in
time polynomial in k. The set of all binary strings of length n is denoted as
{0,1}™, and the set of all finite binary strings as {0, 1}*. [n] is the set of integers



{1,...,n}, and 2" is the corresponding power set. We write x < x to represent

an element x being sampled from a distribution x, and x & X to represent an
element x being sampled uniformly at random from a set X. The output = of an
algorithm A is denoted by z < A. Given a sequence v of n elements, we refer
to its i element as v; or v[i]. If S is a set then #.S refers to its cardinality. If s
is a string then |s|o refers to its bit length.

The word RAM. Our model of computation is the word RAM. In this model,
we assume memory holds an infinite number of w-bit words and that arithmetic,
logic, read and write operations can all be done in O(1) time. We denote by

|| the word-length of an item x; that is, |x|, = |z|2/w. Here, we assume that
w = 2(logk).

Abstract data types. An abstract data type specifies the functionality of a data
structure. It is a collection of data objects together with a set of operations
defined on those objects. Examples include sets, dictionaries (also known as key-
value stores or associative arrays) and graphs. The operations associated with
an abstract data type fall into one of two categories: query operations, which
return information about the objects; and update operations, which modify the
objects. If the abstract data type supports only query operations it is static,
otherwise it is dynamic.

In this paper, we consider only static data types and therefore our subsequent
definitions will only consider query operations. We model a static data type T
as a collection of three spaces: the object space D = {Dy }rcn, the query space
Q = {Qk}ren, and the response space R = {Ry}ren. We also define the query
map qu : D x Q — R to represent query operations associated with the data
type. When specifying a data type T we will often just describe its query map qu
from which the object, query, and response spaces can be deduced. The spaces
are ensembles of finite sets of finite strings indexed by the security parameter.
We assume that R includes a special element 1 and that I includes an empty
object dy such that for all ¢ € Q, qu(dy, q) = L.

Data structures. A type-T data structure is a representation of data objects in
D in some computational model (here we use the word RAM). Typically, the
representation is optimized to support qu as efficiently as possible; that is, such
that there exists an efficient algorithm Query that computes the function qu.

Definition 1 (Structuring scheme). Let T = (qu : D x Q — R) be a
static type. A type-T structuring scheme SS = (Setup, Query) is composed of
two polynomial-time algorithms that work as follows:

— DS < Setup(d): is a possibly probabilistic algorithm that takes as input a data
object d € D and outputs a data structure DS. Note that d can be represented
i any arbitrary manner as long as its bit length is polynomial in k. Unlike
DS, its representation does not need to be optimized for any particular query.

— 1 + Query(DS, q): is an algorithm that takes as input a data structure DS
and a query q € Q and outputs a response r € R.



Here, we allow Setup to be probabilistic but not Query. This captures most
data structures but the definition can be extended to include structuring schemes
with probabilistic query algorithms. We say that a data structure DS instantiates
a data object d € D if for all ¢ € Q, Query(DS, ¢) = qu(d, ¢). We denote this by
DS = d. We denote the set of queries supported by a structure DS as Qps; that
is,

def

Qps = {q € Q: Query(DS, q) # J_}.
Similarly, the set of responses supported by a structure DS is denoted Rps.

Definition 2 (Correctness). Let T = (qu : D x Q — R) be a static type.
A type-T structuring scheme SS = (Setup, Query) is perfectly correct if for all
deD,

Pr[DS =d: DS < Setup(d)] =1,

where the probability is over the coins of Setup.

Basic multi-maps. In this paper we consider a basic data type known as a
multi-map, which we recall here. A multi-map structure MM is a collection of
label/tuple pairs {(¢;,v;);}i<n that supports get and put operations. We write
v; := MM[¢;] to denote getting the tuple associated with label ¢; and MM[{;] :=
v; to denote operation of associating the tuple v; to label ¢;. We use #MM[¢;] to
denote the number of values in the tuple MM[¢{;] and #MM to denote the total
number of values in MM. Multi-maps are the abstract data type instantiated by
an inverted index. In the encrypted search literature multi-maps are sometimes
referred to as indexes, databases or tuple-sets (T-sets).

Leakage. We use the following leakage patterns in this work. Let T = (qu :
D x Q — R) be a static type.

— the data size pattern is the function family dsize = {dsizej }ren with dsizey :
Dy — N such that dsize(d) = |d|.;

— the query equality pattern is the function family qeq = {qeqy ;}x,ren With
qedy, ; : Di x Q} — {0,1}"** such that qeqy, ,(d, q1,...,q:) = M, where M is
a binary ¢ x ¢ matrix such that for queries ¢; and g, M[i,jl =1if ¢; = g;
and M{i, j] = 0 otherwise;

— The response length pattern is the function family rlen = {rleny ; } 1en With
rleng: : Dp x QF — N such that rleng((d, q1,...,q) = (lqu(d,q1)],---,
lau(d; g¢)])-

Cryptographic protocols. We denote by (outs,outp) < IT4 p(X,Y) the execu-
tion of a two-party protocol IT between parties A and B, where X and Y are the
inputs provided by A and B, respectively; and out4 and outp are the outputs
returned to A and B, respectively.



3.1 Structured Encryption

Definition 3 (Structured encryption [18]). An interactive static structured
encryption scheme X = (Setup, Queryc g) consists of an algorithm and a two-
party protocol that work as follows:

— (K, st,EDS) < Setup(1%,DS): is a probabilistic polynomial-time algorithm
that takes as input a security parameter 1¥ and a type-T structure DS. It
outputs a secret key K, a state st and an encrypted structure EDS. If DS =
dg, it outputs an empty EDS.

- ((st’7 T), EDS/) < Queryg g ((K, sty q), EDS) 18 a two-party protocol executed
between a client and a server where the client inputs a secret key K, a state st
and a query q and the server inputs an encrypted structure EDS. The client
receives as output a (possibly) updated state st’ and a response r € RU L
while the server receives a (possibly updated) encrypted structure EDS'.

Definition 4 (Security [20,18]). Let X' = (Setup, Queryc g) be a structured
encryption scheme and consider the following probabilistic experiments where
C is a stateful challenger, A is a stateful adversary, S is a stateful simulator,
A = (pattg, pattq) is a leakage profile and z € {0,1}*:

Reals ¢ a(k): given z the adversary A outputs a structure DS and receives EDS
from the challenger, where (K, st,EDS) < Setup(1*,DS). A then adaptively
chooses a polynomial-size sequence of queries (q1,...qm). For all1 <i<m
the challenger and adversary do the following:

— execute QuerycyA((K, st,qi), EDS).
Finally, A outputs a bit b that is output by the experiment.

Ideals 4 s(k): given z the adversary A outputs a structure DS of type T. Given
patts(DS), the simulator returns an encrypted structure EDS to A. A then
adaptively chooses a polynomial-size sequence of queries (qi,. .., Gm). For all
1 < i <'m, the simulator and adversary do the following:

— 8 is given pattq(DS, qi, ..., q;) and it evecutes Query 4 5 with A
Finally, A outputs a bit b that is output by the experiment.

We say that X is A-secure if there exists a PPT simulator S such that for all PPT
adversaries A, for all z € {0,1}*,

|Pr[Realy c a(k) =1] — Pr[Idealy 4.s(k) =1]| < negl(k).

4 Definitions

We now extend the standard STE syntax and security definitions to the multi-
server setting with n servers, S;,Ss,...,S,. The multi-server syntax allows for
n encrypted data structures and a multi-party Query protocol.

Definition 5 (Multi-server structured encryption). An interactive static
multi-server structured encryption scheme X = (Setup, Queryc g, g, ) consists
of an algorithm and a multi-party protocol that work as follows:



— (K, st,(EDSy,...,EDS,)) + Setup(1*,n,DS): is a probabilistic polynomial-
time algorithm that takes as input a security parameter 1%, the number of
servers n, and a type-T structure DS. It outputs a secret key K, a state st
and n encrypted structures EDSq, ..., EDS,,. If DS = dy, it outputs n empty
encrypted structures.

— ((st’,r),EDS}, ..., EDS})) < Queryg g, . s, ((K, st q),EDSy,... ,EDS,): is
a multi-party protocol executed between a client and n servers where the client
inputs a secret key K, a state st and a query q and server S; inputs an
encrypted structure EDS;. The client receives as output a (possibly) updated
state st’ and a response r € RU_L while server S; receives a (possibly updated)
encrypted structure EDS.

Security. In the multi-server security definition, we allow the adversary to cor-
rupt any subset of the servers C C [n] up to a corruption threshold #C < c.
We also define up to n distinct leakage profiles A, ..., A", one for each possible
corrupted server, and the simulator receives the leakages corresponding to the
corrupted servers C in the ideal world.

Definition 6 (c-server A-security). Let X = (Setup,Querycgs,  s.) be a
multi-server structured encryption scheme and consider the following probabilis-
tic experiments where C is a stateful challenger, A is a stateful adversary, S is a
stateful simulator, and A = { A", i € [n]} where A" = (pattl, patty) for 1 <i<n
are n leakage profiles, ¢ < n is a corruption threshold, and z € {0,1}*:

Realys ¢ a(k): given z, the adversary A outputs a subset C C [n] and a structure
DS and receives EDS; for all j in C from the challenger C, where

(K, st,(EDSy,...,EDS,,)) < Setup(1*,n,DS).

A then adaptively chooses a polynomial-size sequence of queries (qi, .. .qm).
For all 1 < i < m the challenger and adversary do the following:

— execute QueryaA((K, st, qi), (EDS;,j € C)) A receives the views of the
corrupted servers S; for i € C and interacts with C who represents the
honest parties.

Finally, A outputs a bit b that is output by the experiment.

Idealy 4,s(k): given z, the adversary A outputs a subset C C [n] and a struc-
ture DS. Given patté(DS), the simulator returns the encrypted structures
EDS?, for all j € C to A. A then adaptively chooses a polynomial-size se-
quence of queries (q1,...,qm). For all 1 <1 <'m, the simulator and adver-
sary do the following:

— S is given patté(DS,ql,...,qi), for all j € C and it executes Query 4 s
with A, where A interacts with S as the corrupted servers S; for i € C.

Finally, A outputs a bit b that is output by the experiment.

We say that X is c-server A-secure if there exists a PPT simulator S such that
for all PPT adversaries A, for all C C [n| such that #C < ¢, for all z € {0,1}*,

|Pr[Reals ¢ 4(k) =1] — Pr[Idealy 4 s(k) =1]| < negl(k).



4.1 Multi-Server Volume-Hiding

We now define volume-hiding leakage profiles for encrypted multi-map schemes
in the multi-server setting. Our definition generalizes the single-server volume-
hiding definition presented by Patel, Persiano, Yeo, and Yung in 2019. Note that
both the single-server and multi-server definitions specify properties of leakage
profiles, not the STE schemes themselves. An STE scheme is volume-hiding if it
has such a volume-hiding leakage profile. We recall the definition of the signature
of a multi-map:

Definition 7 (Signature of a multi-map [36]). The signature of a multi-
map MM is the sequence of pairs (¢, #MM(€)))eer, where #MM(L) is the length
of the tuple of values MM(€) associated with the label £ in the multi-map.

At a high level, we generalize the single-server definition by allowing for n
servers S1,So,---,S,,. The adversary in the multi-server game corrupts some
subset of servers C € [n]. Then a multi-server leakage profile is volume-hiding if
the adversary cannot distinguish the leakage of two different multi-map signa-
tures subject to constraints on the total size and the maximum tuple length of
the two multi-maps.

Formally, we define the game MSVHGameﬁ’é‘(N ,n,t) for a multi-server
leakage profile A where A° = (patt, patta), an adversary A, a corrupted subset
C C[n], and n € {0,1}.

MSVHGame; ! (N, n,1):

1. A generates two signatures
signg = ((¢, #MMg(£))) e and signy = ((¢, #MM1(£))) e such that:

® D per #MMo(€) =32 ey #MML(€) = N;
e maxyer, #MMg(¢) = maxyer, #MM1(¢) = .

2. The challenger C receives signatures sign, and sign; from the adversary
A and generates a multi-map MM with the signature sign, . Specifically,
the challenger generates #MM, () arbitrary values for each label ¢ € L.
The challenger then sends patti(MM) to the adversary A for all i in C.

3. The adversary adaptively picks labels /1, ¢5, - - - for query operations. For
each label ¢}, for all i € C, the challenger C computes pattgy (MM, £y, - - - ,¢;)
and sends it to the adversary.

4. Finally, the adversary outputs a bit b € {0, 1}.

We denote by p;ié‘(N ,n,t) the probability that A outputs 1 when playing
game MSVHGameﬁ’él(N7 n,t).
Definition 8 (c-server volume-hiding leakage). A multi-server leakage pro-

file A is c-server volume-hiding if and only if for all adversaries A, forn > 1,
and for all N >t > 1, for all C C [n] such that #C <,

A, A A, A
Po.c (N,n,t) = P1c (N,n,1).

We can recover the definition of a single-server volume-hiding leakage profile
by setting n = 1. If a multi-server multi-map encryption scheme X is c-server
A-secure and A is a c-server volume-hiding leakage profile, then we say that the
scheme X is a c-server volume-hiding multi-map encryption scheme.



5 The Transform-and-Split Framework

We now describe our transform-and-split framework for multi-server encrypted
multi-map schemes. As the name suggests, this framework captures schemes that
first transform the input data structure and then split the resulting structure over
multiple servers. Existing single-server encrypted multi-map schemes already
incorporate data transforms explicitly or implicitly. In volume-hiding schemes in
particular, the transformation step includes padding or overlapping the tuples
of the input multi-map. Our framework adds an explicit split step to model
multi-server schemes that distribute the encrypted data structures over multiple
servers. More formally:

— (TMM, tmap) <« Transform(MM), params, n): a (possibly randomized) algo-
rithm that takes as input a multi-map MM, global parameters params, and
the number of servers n and outputs a transformed multi-map TMM, and a
transform map tmap that stores the state of the transform.

— (TMMy,... TMM,,, smap) « Split(TMM, tmap,n): a (possibly randomized)
algorithm that takes as input a transformed multi-map TMM), a transform
map tmap and the number of servers n and output split multi-maps TMMy,
..., TMM,, and a split map smap that stores the state of the split.

When it is helpful to make randomness explicit, we write these algorithms as
Transform(MM, params, n;r7) and Split(TMM, tmap, n;rs) where rt and rs de-
note their respective random coins.

Overview. At a high-level, Transform takes each label-tuple pair in the input MM
and transforms it into one or more label-tuple pairs, adding padding or overlap-
ping tuples as required by the scheme. The Split algorithm then distributes these
transformed tuples across the n servers. The corresponding state maps tmap and
smap store the information required to reconstruct the transformation and the
splitting at query time. During a query, the client uses tmap and smap to iden-
tify the transformed labels and the servers that must be queried to retrieve the
values for the queried label.

Transforming the input multi-map. As a simple example of a transformed multi-
map, we will use the first (single-server) volume-hiding scheme VLH, proposed
by Kamara and Moataz 28] to illustrate the components of our framework. The
VLH scheme uses an underlying data transform known as the pseudo-random
transform (PRT). The PRT uses two parameters: A and v, which determine the
length of the transformed tuples. For each label £, PRT samples a pseudo-random
length len from the interval [0, v] for every tuple, and sets the tuple length to be
ny := A+len. The input tuple is then either padded or truncated to length nj, and
the resulting multi-map is the transformed multi-map. In our framework, this
output multi-map MM’ of the PRT corresponds to TMM, and tmap maps each
original label to its corresponding labels in TMM. In this particular example,
tmap simply maps every label to itself.
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Splitting the transformed multi-map. While existing volume-hiding schemes do
not use multiple servers, a multi-server scheme would require an additional algo-
rithm to split the transformed multi-map across the servers. As a simple example,
consider a two-server variant of VLH with servers S; and Ss. Let Split construct
TMM; from the tuples in the first half of TMM and TMM, from the remaining
tuples. Then smap would map the labels in the first half to S; and the remain-
ing labels to S;. Looking ahead, the client C stores tmap and smap as part of
its local state and uses them during the Query protocol to issue queries on the
appropriate transformed labels to the servers that store them.

Constraints. We require that any truncation of the tuples, or removal of values
in the input MM, occur during Transform. It is straightforward to see that if
a scheme needs to remove values during or after the splitting step, this can
be simulated inside Transform and reflected in the output TMM. In contrast,
both Transform and Split are allowed to add values to the input multi-map.
In particular, this allows schemes in our framework to add server-dependent
padding to each split multi-map during Split. For correctness, we assume that
the client has access to an explicit StripResponse algorithm that removes the
irrelevant padding and results from the response. We now describe the structure
of a generic encrypted multi-map scheme within our framework.

5.1 A Generic Transform-and-Split Scheme

The pseudocode for a transform-and-split encrypted multi-map scheme is given
in Figure 1. The scheme uses a multi-map encryption scheme Xym as a black-box.
For example, Xym could be the IT,,s scheme of Cash et al. with no dynamism [15].
The response-hiding version of this basic scheme leaks the total size of the input
multi-map at setup, and the query equality and volume at query time.

Description. Our framework uses a multi-map encryption scheme Xy together
with the Transform and Split algorithms to construct a multi-server encrypted
multi-map scheme Y+g as follows:

— Setup. Given an input multi-map MM, Setup first runs Transform to obtain
a transformed multi-map TMM and a helper data structure tmap. It then
runs Split on (TMM, tmap) with respect to the number of servers n, yield-
ing transformed-and-split multi-maps TMM; for each server S;. Next, Setup
encrypts each TMM; using Xyum to obtain an encrypted multi-map for each
server. Finally, it outputs the keys for each encrypted multi-map, the client
state (including the helper structures tmap and smap), and the n encrypted
multi-maps for the n servers.

— Query. In this protocol, the client uses the helper structures tmap and smap
to query the transformed-and-split encrypted multi-maps and recover the
response. It first parses the key and client state. Then, given a query g, the
client retrieves from tmap the tuple 7 of transformed labels associated with
q. For each transformed label gt € 7, it uses smap[gr]| to obtain the list
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Given a multi-map encryption scheme Yum = (Setup, Get) and Transform and
Split algorithms with parameters params as described in our framework, we define
a generic transform-and-split scheme Yts = (Setup, Query) as follows:

— (K, st,EMMy,... EMM,,) < Setup(1¥,n, params, MM):
1. run (TMM, tmap) < Transform(MM, params, n);
2. run (TMMy, ... TMM,, smap) «+ Split(TMM, tmap, n);
3. fori=1...n:
(a) run (Kj;,st;, EMM;) « EMM.Setup(lk,TMMi);
set K :={K;,1<4i,<n};
set st 1= ({sti,l <i < n}, tmap, smap);
output (K, st,EMMy,...,EMM,).
st',r), EMMY, ..., EMM),) « Queryg s, .. s, (K, st,q),EMMy, ... EMM,,):
. C initializes r to be empty;
. C parses K as {K;,1 <i,<n};
. C parses st as ({st;,1 <i < n},tmap,smap);
. C sets t := tmap[q];
. for each ¢t in t:
e for each S; in smap|gr]:
(a) Cand S; run

= (

UTJ;COMHAQ@:J;

((St;7 Tj)7 EMM;) — EMM'QuerYC,Sj ((Kjv Stja qT)7 EMMJ):

(b) C sets st; := st};
(c) S; sets EMM; := EMM};
(d) Csetsr:=rUry;
6. C sets st := ({sti71 < i< n}, tmap, smap);
7. C sets r := StripResponse(r, q);
8. C outputs (st,r) and each server S; outputs EMM;.

Fig.1. A generic scheme in the transform-and-split framework

of servers, and queries each such server using the underlying scheme Xyv-
Finally, the client combines the responses from all servers, and removes the
padding and false positive values to produce the final response r. The client
state remains unchanged, and each server S; outputs EMM;.

5.2 Volume-Hiding in Our Framework

In this section, we show how our framework captures existing static single-server
volume-hiding schemes, as well as simple multi-server volume-hiding schemes.
For all the single-server schemes, it suffices to explain how Transform works and
assume a trivial Split algorithm that sets TMM; = TMM.

The VLH scheme of Kamara and Moataz [28]. As we already discussed, our
framework captures VLH directly, by setting Transform to be the PRT.Setup
algorithm, params to be A, and Yym to be Ygum. The total storage is then
#TMM, and the total communication for a label ¢ is #TMMI{].
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The AVLH scheme of Kamara and Moataz [28]. Similar to VLH, AVLH uses an
underlying data transform known as the dense subgraph transform (or DST). At
a high level, the DST considers each value a ball thrown into a bin. Each label ¢
is mapped to exactly ¢ bins chosen by a pseudorandom function, and the values
from the tuple MM[{] are stored in those ¢ bins.® Finally, each bin is padded up to
the size of the maximum bin. The transform outputs a dictionary DX that stores
the bins, and a multi-map MM that stores the randomness required to recreate
the label to bin mappings. This maps directly to our Transform algorithm, where
TMM is DX and MMg; is the client state tmap used to reconstruct the transformed
labels. Each label is transformed into ¢ bin labels and the AVLH scheme is also
captured in our framework. The total storage is then dsize(TMM), the space
required to store the bins, and the total communication for a label £ is #TMM[{7]
for the t transformed labels /7.

The viMM scheme of Patel et al [36]. While the original description of vhMM
does not have an explicit Transform algorithm, we can write a Transform that
encapsulates it in our framework. At a high level, the scheme constructs two
cuckoo hash tables T, T5 of size (1+«a)-#MM and performs the cuckoo hashing
insertion with the values of each tuple. Any empty slots in the tables are filled
with padding. We can view this as a Transform algorithm that performs the
cuckoo hashing allocation and padding and a TMM that contains both 77 and
T5. At query time, vaMM retrieves ¢ locations (¢ in the original scheme) from each
table to find the correct encrypted response. We can view this as a transformation
of each queried label to 2 - ¢ labels to be queried in TMM. The total storage is
then dsize(TMM), the space required to store the hash tables, and the total
communication for a label ¢ is #TMM[¢t] for the 2 - ¢ transformed labels ¢t.

The dprfMM scheme of Patel et al [36]. Similar to vhMM, dprfMM also uses two
cuckoo hash tables, with the difference that it uses a delegatable PRF to compute
the transformed labels to be queried. For this reason it has better communication
complexity than vaiMM while the total encrypted response length is still 2¢. Since
the transformation step is unchanged, this scheme can also be captured in our
framework but with O(1) communication for querying the 2¢ transformed labels.

The xorMM scheme of Wang et al [40]. xorMM uses an XOR filter to encode
the label-value pairs in the input MM. Any empty slots in the XOR filter are
padded with random values at setup. Viewing the scheme in our framework,
we can set TMM to be the output EMM after the mapping of the XOR filter,
and the transformed labels to be the queries made to the filter during the query
protocol. The total storage is then dsize(TMM), the space required to store the
XOR filter, and the total communication for a label £ is #TMM[¢1] for the 3t
transformed labels ft.

5 If the multi-map contains what is called a concentrated component, the labels that
are part of this component are treated differently, but at the end of the transform
these labels are also mapped to ¢ bins.
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The rbMM scheme of Bienstock et al [9]. rbMM is the current state-of-the-art
in static single-server volume-hiding. The scheme uses an oblivious key value
store (OKVS, [21]) to encode the input label-value pairs. Any ‘empty’ slots in
the encoding are implicitly filled with random values by the OKVS, allowing
the encrypted structure to be compact. Viewing the scheme in our framework,
we can set TMM to be the output EMM of the OKVS encoding, and the trans-
formed labels to be the queries made to the OKVS during decoding. The total
storage is then dsize(TMM), the space required to store the OKVS, and the total
communication for a label £ is #TMM[{7] for the ¢ transformed labels /t.

Naive multi-server volume-hiding. While there are no existing multi-server volume-
hiding schemes, we consider naive schemes that split the storage and commu-
nication of a single-server scheme over multiple servers. For example, we could
store each hash table for vhMM or dprfMM on a different server. While these
constructions can be captured in our framework by having the Split algorithm
separate the multi-map, they are not technically very interesting since they do
not gain total storage or communication over the single-server schemes.

6 A Lower Bound for Multi-Server Volume-Hiding

In this section we present our lower bound for multi-server volume-hiding schemes.
In particular, we show that a correct multi-server volume-hiding scheme X’ must
have an expected encrypted response length 2(t) across the n servers in order to
answer any query, where ¢ is the maximum tuple length of an input multi-map
(Corollary 1). We first prove a more general theorem that shows that any such
scheme X must have an expected encrypted response length 2(7*) where 7*
is the smallest expected response length for an input tuple of maximum tuple
length (Theorem 1).

In the following theorem, let Dy ; denote the set of all input multi-maps
which have N total values and a maximum tuple length of .

Theorem 1 (Communication Lower Bound). Any multi-server encrypted
multi-map scheme YXym in the transform-and-split model with a volume-hiding
leakage profile Ly, must have expected communication complezity (1), for any
n>1, forall N >t > 1, for any C such that #C > 1, where

de . i
7 min E [Xt’s'g"MM];
MMeDy

where X58Wm s the random variable denoting the total length of the encrypted
response for an input tuple of length t when the signature of the input multi-
map is sighyw,® and the expectation is computed over the randomness of the
Transform and Split algorithms.

5 Note that here we assume that the length of the encrypted response only depends
on the input tuple lengths, according to the definition of the security game.

14



Proof. We prove the theorem by setting up the following contradiction: if there
exists some input multi-map MM € Dy ; and tuple length leng such that leny <
t and the (expected) total length of the encrypted response is non-negligibly
smaller than 7%, then Ly cannot be a volume-hiding leakage function.”

Let signy be the signature of such a multi-map MM, and let ¢y be the label
corresponding to the tuple with length leng. We now define the random variables
X[eno:SiE0 g1 1 < j <, denoting the length of the encrypted (sub-)response on

7

server S; for label £y. Formally, for any 0 < j < N8

£ Etmap[{o)

where (TMM, tmap) « Transform(MMg, n;r7) and (TMMy,... TMM,,, smap) +
Split(TMM, tmap, n;rs). We can now define the random variable X'lenossigno ¢
denote the total length of the encrypted response for label ¢ in sign, as:

n
i leng,sign
X'lenossigny — E X% - and therefore,
i=1

E [Xleno,signo] _ zn: E [X!enn,signo ] (1)
=1

7

Recall that the expected total response length for leng in sign, is non-negligibly
smaller than 7*. More formally, if:

0 déf E [leeng,sign0 ], (2)

then there exists a constant ¢ > 1, such that 7 — 75 > k—lc Recall that the
tuple length leng < ¢t. However, since MM is in Dy ¢, we know that there exists
another label ¢; in MMy with tuple length ¢t. We now define another multi-map
MM; in Dy, with signature sign; where we swap the tuple lengths of ¢y and ¢;
such that £y now has tuple length ¢ and ¢; has tuple length leng. By definition,

E[ X" ] > 7, (3)
From Equations (2) and (3), we have:

E [‘X—t,sign1 ] _E [Xleno,signo} > o 0.

" We note that if the expected length of all encrypted responses are at most negligibly
smaller than 7" then they are 2(7*) by definition.

8 Assuming that the length of the largest encrypted sub-response on any server S;
over all MM € Dy ¢ is N. This is a loose assumption, since NN is the total number
of values in the input multi-map. The theorem holds for any finite upper bound on
the length of the encrypted sub-responses.
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From the definition of the total expected response length, we have the following:
n n
Sop[xen] -y ] e
i=1 i=1
Then there exists a server S; of the n servers where:

*

T — 170

t,signy _ leng,signg
R e e
Writing the expectation as a sum over (N + 1) possible sub-response lengths,
each at most N, we know there also exists some value z*, 0 < z* < N, such

that:

™ — 719

P X?’Signl _ *:| _P |:X|§ng,sign0 —* | > )
g v Tl TIE RN N+

; (4)
Now, notice that the value of the random variable le-e"’s'g" is the length of the
encrypted sub-response on server S;. Recall that the length of the encrypted re-
sponse is distinct from the true response length (or volume); can include padding,
dummies and overlaps; and is always included in the view of a corrupted server.
Also notice that by our earlier assumption, the fraction on the right-hand-side
of Equation (4) is non-negligible in k.

Then, given Equation (4), we construct an adversary A who corrupts server
S; and plays the multi-server volume-hiding game for the leakage profile Lx:

— generate the signatures sign, and sign; as above and send them to the chal-
lenger C,

— receive the setup leakage Lsetup(k, MM,),

— choose the label ¢y for the query sequence and receive the query leakage
ACQuery(ka MMn; EO)v

— run the simulator of the scheme X\m using the leakage L to generate the
view of the corrupted server S,

— if the length of the encrypted sub-response on S; is z*, output 1, else 0.

By the security of Xy, the simulated view of S; must also satisfy Equation (4).
Then, from the definition of the volume-hiding game:

™ — 710

nN- vt Y

pffE(N, n,t) —péfz (N, n,t) >

which violates the definition of a multi-server volume-hiding leakage profile.

If the scheme X\ is correct, then 7 > t over all multi-maps, since the
scheme must retrieve at least the length of the original input tuple. This gives
us the following bound as a direct corollary of Theorem 1.
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Let F: {0,1}* x Lmum — [n] be a pseudorandom function. Then consider the
following Transform and Split algorithms:

— (TMM, tmap) <« Transform(MM, params = L, n):
1. initialize an empty map tmap;
2. for every £ € Lmwm, set tmap[{] := ¢;
3. output (MM, tmap).
— (TMMy, TMMa, ..., TMM,,, smap) < Split(TMM, tmap, n):
1. sample K & {0,1}%;
initialize n empty multi-maps TMM;, TMMas, ..., TMM,,;
initialize an empty map smap;
for each ¢ € Lywm:
(a) compute i := Fg(£);
(b) set TMM;[¢] := MM[¢];
(c) set smap[f] :=S;.
5. output (TMMy1, TMMg, ..., TMM,, smap).

Ll o

Fig.2. VST: The Vertical Shard Transform-and-Split

Corollary 1. Any correct multi-server encrypted multi-map scheme Xy in the
transform-and-split model with a volume-hiding leakage profile Lx, must have ex-
pected communication complexity (2(t), for anyn > 1, and for all N >t > 1, for
any C such that #C > 1, for all input multi-maps MM € Dy, where the expec-
tation is computed over the randomness of the Transform and Split algorithms.

Note that our lower bound is in a fairly restrictive setting: a static encrypted
multi-map scheme, a semi-honest adversary, one server corruption, and one query
in the volume-hiding game. It is therefore unlikely that schemes with stronger se-
curity (e.g. zero-leakage [30], subliminal [8]), supporting dynamic volume-hiding
(e.g. [4]), or stronger adversary models can get around our bound.

7 VSM: Vertical Sharding with Optimal Communication

In this section, we briefly discuss our transform-and-split encrypted multi-map
scheme VSM which has optimal communication at the cost of partial volume
leakage. Our scheme makes use of the wertical shard Transform and Split al-
gorithms shown in Figure 2. In essence, VST is to encrypted multi-maps what
hash-based sharding is to plaintext databases: a simple, key-driven partition that
disperses information horizontally, thereby confining volume leakage to narrow
vertical slices while preserving the efficiency of direct label look-ups.

Overview of VST. The Vertical Shard Transform-and-Split algorithms randomly
assign the tuples of the input multi-map to the n servers. In other words,
Transform outputs a transformed multi-map TMM that is exactly the same as the
input multi-map MM; and Split uses a pseudorandom function Fy to split the
labels across the n servers. When combined with an appropriate (single-server)
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encrypted multi-map scheme YXym as in our framework (Figure 1), the VST gives
rise to different multi-server encrypted multi-map schemes.

VSM: A Vertical Shard Multi-map Scheme. VSM uses the VST in conjunction
with a standard leaky encrypted multi-map scheme Xym, such as ITpas [15]. The
storage and communication complexities of VSM are optimal, since we only incur
the overheads for encryption itself. Since the standard Yym has the leakage pro-
file (patts, pattq) = (dsize, (qeq, rlen)), the resulting multi-server scheme reveals
to a corrupted server the total number of values assigned to it, and the individual
volumes of each query assigned to it. We provide a more detailed description,
the formal leakage profile Aysy, and the security proof in the full version.
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